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Design of security node of IOT base on national secret chip

SHI Shaoqing, CUI Chao, XIAO Yong, ZHAO Yun, LIN Weibin

( China Southern Power Grid Research Institute Co., Ltd.,Guangzhou 510663, China)

Abstract; With the rapid development of the number and performance of current Internet of Things
devices, the trend of Internet of Everything has become more and more obvious. At the same time,
the communication data security issues of l1oT devices are facing increasingly severe challenges. The
communication data security issues of these devices often involve personal privacy, personal safety and
even national security. Against this background, this paper proposes secure node design based on the
national secret chip, which can be widely used in scenarios such as encrypted communication and
device authentication of IoT devices. This node uses the national secret chip design and development
based on the national cryptographic algorithm and the physical unclonable function to realize the
encryption of the communication data of the IoT device, prevents the relevant data from being stolen
by the third party, and realizes the normal operation of the l1oT device in a wide range of application
scenarios. The test results and actual applications of this node show that the node can implement
communication data encryption stably and efficiently, communication data can be safely transmitted in
IoT devices.

Key words: information security; encryption algorithm; encryption

(RfEHE =

i

AR E S £ [T]. i A E A,2015,35

)



